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Dec 23 14:37:08 SNAME postfix/smtp[10478]: D174B80067:
host *.mail.icloud.com[$IP] refused to talk to me: 554 5.7.0 Blocked
- see https://support.proofpoint.com/dnsbl-lookup.cgi?ip=3$IP

$ sudo postqueue -p
-Queue ID- --Size-- ---- Arrival Time---- -Sender/Recipient-------
D174B800O67 647 Thu Dec 23 14:37:07 $ACCOUNT@DOMAIN.TLD
(host *.mail.icloud.com[$IP] refused to talk to me: 554 5.7.0 Blocked
- see https://support.proofpoint.com/dnsbl-1lookup.cgi?ip=$IP)
$ACCOUNT@ic loud.com

- 0 Kbytes in 1 Request.
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 TLS(Let's Encrypt)
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* DNSSEC/

Email test: kuzuore.com )
bf 11 \

IPVONHELY oo s s

t 75\ fd: L) € Notreachable via modern internet address, or improvement possible (IPv6)
& Not all domain names signed (DNSSEC)

# W \ E % & Authenticity marks against email phishing (DMARC, DKIM and SPF)

/ \/ |:| € Mail server connection not or insufficiently secured (STARTTLS and DANE)

{ Explanation of test report W Tweet

<> Permalink test result (2022-02-05 09:33 CET)

C Seconds until retest option: 156
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Gmail:

Dec 21 11:30:03 localhost postfix/smtp[10934]: C4725140DF1:

t0o=<$ACCOUNTgmail.com>, relay=gmail-smtp-in.*.google.com[$IP]:25, delay=2.4, delays=0.07/0.01/1.2/1.1,
dsn=5.7.1, status=bounced (host gmail-smtp-in.*.google.com[$IP] said: 550-5.7.1 [$IP_ 18] Our
system has detected that this message is 550-5.7.1 likely suspicious due to the very low reputation of
the sending IP 550-5.7.1 address. To best protect our users from spam, the message has been 550-5.7.1
blocked.

Please visit 550 5.7.1 https://support.google.com/mail/answer/188131 for more information.
ul7si22054375pfk.161 - gsmtp (in reply to end of DATA command))

iCloud:

Dec 21 14:24:42 localhost postfix/smtp[12590]: 73CCB1408E2: to=<$ACCOUNT@icloud.com>,
relay=*.mail.icloud.com[$IP]:25, delay=7, delays=0.13/0.01/6.5/0.32, dsn=5.7.1, status=bounced

(host mx02.mail.icloud.com[17.56.9.19] said: 550 5.7.1 Mail from IP $IP_ was rejected due to listing in
Spamhaus SBL. For details please see http://www.spamhaus.org/query/bl?ip=$IPv4 (in reply to RCPT TO command))
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kxq4vyzh G
~  Kuzuore.net m-?
547 & TTL & a
AER) abca 600
AAAA abca 600 a
MX (@ 600 #4 v k% abcakuzuore.net Err 20
NS (@ 3600 ns-a
NS (@ 3600 ns-a e}
NS (@ 3600 ns-a
TXT @ 600 "v=spil +ip4 5 +ip6 o mx:kuzuore.net -all
TXT _dmarc 600 v=DMARC1 ; P=none ; rua=mailto o ruf=mailtc T
TAT myabca._domainkey 600 v=DKIML; h=sha256; k=rsa; p:
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guts SPANVMHAUS ol i 5 IP AND DOMAIN
@ PROJECT Search single IP, domain or hash Q REPUTATION CHECKER

s 178 has o listing

Q0 Please don't be alarmed! We understand finding your IP address or domain on a
= blocklist can be worrying. This website will give you information about why you are

listed, and what you can do to ensure you don't get listed again.

h Where it is possible to request removal, we will help you through the process. However,
3 if your IP is listed on the Spamhaus Blocklist (SBL), removal can only be requested by

your Internet Service Provider (ISP).

' Close ::'

CSS Blocklist - Why is this IP address listed?

Q Your IP address is either exhibiting suspect behavior, is misconfigured, or has a poor
sending reputation.

As a result, the IP is listed in the CSS Blocklist (CSS

Click on Show Details to see if you can request a delisting from this blocklist. This will
also display any further information we have relating to this listing.

-11 -
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[ j L \ 2 . 3 ﬁﬁ ET\\ Why was this IP listed?

. 178 is making connections with values that indicate a problem: either a misconfiguration or a
malware infection.

pu
= A}
g f'd: /j—\ Z |\ 7b€1 o) T Technical information

The most recent connection was on: December 19 2021, 0515.00 UTC (+/- 5 minutes). The observed HELO
value(s) were:

\, \ 7'_. J: 5 ’C\\ -g— » )| 178 2021-12-19 0515:00 fhfhghO.mercarijp
— Notable things about the HELOs, k

* They usually do not exist in DNS - they have no A record

* They often have dynamic-appearing rDNS, and the domain(s) used can appear to be
geographically far from the IP geclocation

+« They can include "impossible” HELO values like "gmail.com”, "hotmail.com” etc - Gmail &
Hotmail do not use these

* The cause of this problem is frequently found to be coming from an phone or laptop with a
"free” VPN or channel unlocker app on it.

-12 -
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Technical information

The most recent connection was on: December 19 2021, 051500 UTC (+/- 5 minutes). The observed HELO
value(s) were:

. 178 2021-12-19 05:15:0Q fhfhghO.mercarijp

Notable things about the HELOs!

They usually do not exist in DNS - they have no A record

+ They often have dynamic-appearing rDNS, and the domain(s) used can appear to be
geographically far from the IP geclocation

+ They can include "impaossible] HELO values like "gmail.com”, "hotmail.com” etc {Gmail &
Hotmail do not use these

+ The cause of this problem is frequently found to be coming from an phone or laptop with a
"free" VPN or channel unlocker app on it.
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Reply:

c WEDI—YH /AT —RZRFHELTLEL, A/NLDEEICERAIN
CA=IY—=DIPPRLADN T OV IINIIELHYFET

« IP7PRLANEHINGE BHEICIEFRIRETERVWIEEHYET
o LWEEEsendmaillE LN &L D A (gmail®)
TEH BREOA=IY—NF M) TL—ATERVDTY ...
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